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Abstract

This paper analyzes the effect of the number of
PRO—based Power Waster instances on power
signature obfuscation in an FPGA-based AES
environment. Using the CW305 FPGA target board
and the CW—Husky measurement platform, power
traces were collected while varying the total
number of PRO instances from 0O to 256. The
collected traces were evaluated in terms of SNR,
CPA—-based MTD, FPGA resource utilization, and
power consumption.

Experimental results show that the SNR
decreased from 21.1 dB to —5.5 dB, while the MTD
increased from 990 traces to 1,037,000 traces.
These results indicate that the PRO—based Power
Waster effectively obfuscates the data—dependent
power components of AES, thereby improving
resistance against side—channel analysis. However,
FPGA
consumption also increase, the trade—off between

since resource utilization and power

security enhancement and hardware overhead must
be carefully considered.
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2.3 Programmable Ring—Oscillator
Programmable Ring Oscillator (PRO) = RO +%%&
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N LUTI[#] FF [#] Slices [#] Power [mW] SNRI[dB] MTD [#]
0 2,000 260 45 21.1 990
2,528(+26.4%) 308 (+18%) 632(+26.4%) 60(+33%) 6.5 19,290
16 3,040(+52%) 308(+18%) 760(+52%) 73(+62%) 4.2 32,300
32 4,064 (+103%) 308(+18%) 1,016 (+103%) 103(+128%) -0.3 92,100
64 6,112(+206%) 308(+18%) 1,528 (+206%) 156 (+247%) -1.9 203,600
128 10,208 (+410%) 308 (+18%) 2,652(+410%) 262(+482%) 4.1 461,700
256 18,400(+820%) 308 (+18%) 4,600 (+820%) 472(+949%) —-5.5 1,037,000
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